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Section 1: Introduction

The U.S. Environmental Protection Agency (EPA) designed a Water Quality Surveillance and Response
System?! (SRS) that employs multiple components to detect water quality incidents with potential public
health and economic consequences. Figure 1-1 shows the components of an SRS grouped into two
operational phases, surveillance and response. Procedures guide the systematic investigation of anomalies
detected by the surveillance components in order to identify their cause. If distribution system
contamination is detected, response plans guide actions intended to minimize consequences. An SRS can
be implemented by drinking water utilities to improve their ability to detect and respond to undesirable
water quality changes. EPA intends the design of an SRS to be flexible and adaptable based on a utility’s
goals and the resources available to support implementation and operation of the system.

Figure 1-1. Surveillance and Response System Components

Enhanced Security Monitoring (ESM) is one of four surveillance components of an SRS. The purpose of
this document is to provide guidance for designing the ESM component of an SRS. It is written for
drinking water professionals responsible for coordinating with utility security personnel and local law
enforcement to implement ESM.

In addition to this introductory section, the document is organized into the following major sections:

e Section 2 provides a description of the ESM design elements that define the component. Section
2 also introduces the concepts of design goals and performance objectives and explains how they
inform the design of ESM.

e Section 3 provides guidance on selecting utility sites for ESM improvements. The section
describes a qualitative method for assessing and selecting utility sites.

e Section 4 provides guidance on selecting security equipment for ESM sites. The section describes
different types of equipment and their design considerations.

e Section 5 provides guidance on developing a communications system for transmitting data
between ESM sites and a utility control center. The section provides an overview of the

1 Words in bold italic font are terms defined in the Glossary at the end of this document.




Developing Integrated Water Quality Surveillance & Response System — C03-084

evaluation process and criteria for technology selection and a summary of commonly available
communications technologies.

e Section 6 provides guidance on developing an information management system for displaying
ESM alert information for utility security and operations personnel. The section describes design
considerations and different types of hardware and software needed for an information
management system.

e Section 7 provides guidance on investigating ESM alerts. It describes attributes of an effective
alert investigation procedure, explains the roles and responsibilities in an ESM alert investigation,
describes tools to support the investigation, and provides guidance on investigating alerts in real-
time.

e Section 8 describes the process for developing a preliminary design for the ESM component of
an SRS.

e Resources presents a comprehensive list of documents, tools, and other resources useful for ESM
implementation. A summary and link to each resource is provided.

e References presents a comprehensive list of published literature cited within the document.

e Glossary presents definitions of terms used in this document, which are indicated by bold italic
font at first use in the body of the document.

This document is written in a modular format in which the guidance provided on a specific topic is largely
self-contained, allowing the reader to skip sections that may not be applicable to their approach to ESM,
or that describe capabilities that have already been implemented. Furthermore, this document was written
to provide a set of core guidance principles that are sufficient to design the ESM component, while
pointing the reader to additional technical resources useful for a specific design task. The reader may
benefit from locating and downloading technical resources of interest from the Resources section for ease
of reference while reading this document.
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Section 2: Overview of ESM Design

ESM utilizes hardening and intrusion detection equipment to delay and detect unauthorized entries into
utility facilities or sites that could present an opportunity for contamination of distribution system water.
If a utility’s all-hazard risk assessment, using a tool such as VSAT, concludes that the risk of intentional
contamination at utility facilities is a concern, implementation of ESM may be warranted. ESM also
includes procedures and partnerships with law enforcement to respond to an unauthorized intrusion in
sufficient time to prevent or mitigate the consequences of a contamination incident. An overview of the
ESM component of an SRS can be found in the Enhanced Security Monitoring Primer. ESM consists of
the design elements described in Table 2-1.

Table 2-1. Design Elements for Enhanced Security Monitoring

Design Element Description

Site Selection The process used to prioritize utility facilities to receive ESM enhancements
based on the risk of intentional contamination

Physical Security Equipment Hardening and intrusion detection equipment that reduces the risk of
intentional contamination by delaying and detecting unauthorized access

Communications Wired or wireless technologies used to communicate data between remote
ESM equipment and end-users

Information Management Hardware and software that displays, manages, and stores ESM alert
information

Alert Investigation Procedure A documented procedure for the timely and systematic investigation of ESM
alerts, with clearly defined roles and responsibilities for each step of the
process

An effective ESM component should have capability for each ( \
of the design elements listed in Table 2-1. Sections 3 through 7 SECURITY PRACTICES

of this document define a target capability for each of these REFERENCE

design elements, which if achieved, will result in a fully The AWWA G430 standard,
functional ESM component. However, the specific manner in “Security Practices for Operation
which each design element is implemented can vary, and it is ?Qgcglas”ei%‘?{&eg:oggsrﬁ”bes
possible to improve ESM capabilities without fully achieving requirements for a water utility

the target capability for each design element. Likewise, ESM and is a useful reference for ESM
capabilities can be implemented that exceed the target Qesign (AWWA, 2014). )
capability.

The decision regarding how to implement each of these design elements and build the ESM component is
informed by design goals, which are the specific benefits a utility hopes to realize through
implementation of an SRS. Table 2-2 presents examples of common design goals for ESM.

Table 2-2. Common SRS and ESM Design Goals

SRS Design Goal ESM Design Goal

Detect water contamination Provide timely detection of intrusions at utility facilities that could lead to a

incidents possible water contamination incident.

Strengthen interagency Work collaboratively with local law enforcement to increase mutual awareness

relationships of each other’s capabilities and prepare for responding to any emergency.

Enhance physical security Verify the security of water distribution facilities and deter and detect acts of
tampering, theft, and vandalism.
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THEFT AND VANDALISM

An additional benefit of an ESM system is that it is an effective means of delaying, detecting, and responding to
theft and vandalism incidents. For most utility sites, the risk of theft and vandalism is greater than that of

intentional contamination. Furthermore, vandalism incidents can indirectly lead to contamination in cases where
damage to equipment causes unintentional contamination.

Additional factors to consider when designing ESM are performance objectives, which are metrics used
to gauge how well the SRS or its components meet the established design goals. While specific
performance objectives must be developed in the context of a utility’s unique design goals, general
performance objectives for an SRS are defined in the Water Quality Surveillance and Response System
Primer. Table 2-3 presents example performance objectives that are specific to the ESM component. The
table also includes a recommended benchmark for each performance objective.

Table 2-3. Example ESM Performance Objectives

ESM Performance
Objectives

Description

Recommended Benchmark

Timeliness of

The time between the start of an intrusion at an

o Ultility security personnel are notified

environmental factors, communications outages
or power irregularities. Information reliability is
dependent on accuracy and sensitivity of the
equipment.

detection ESM facility and the time the intrusion is less than five seconds after the
detected, which is dependent on the time intrusion occurs.
required to transmit the security data via a Preliminary conclusions from an ESM
communications system and for utility personnel alert investigation are made within five
to be notified of the alert via an information minutes of alert notification.
management system. This performance
objective also considers the time necessary to
investigate an ESM alert.
Operational The percentage of time that ESM equipment 99.9% uptime. This amounts to eight to
reliability (e.g., intrusion sensors, cameras, nine hours per year of downtime for
communications infrastructure, information planned outages to perform scheduled
management systems) is functioning properly. maintenance, and unplanned outages
This performance objective also considers the due to power failure, communications
availability of trained utility personnel to respond issues, equipment failure, etc.
to intrusion alerts.
Information The frequency of invalid alerts for intrusion Interior intrusion sensors should have
reliability detection equipment, which may be caused by less than one invalid alert per sensor

every three months.

Perimeter (i.e., outdoors) intrusion
sensors should have less than one
invalid alert per week per sensor.

Sustainability

The ability to maintain and operate ESM using

available resources, which is dependent on the
benefits derived from the component relative to
the costs to maintain it.

ESM should be fully funded for
personnel training and periodic
equipment replacement and
maintenance per manufacturer's
recommendations.

The design goals and performance objectives established by a utility provide the basis for designing an
effective ESM component within project constraints. The following sections present guidance on

potential approaches to enhance capabilities for each of the ESM design elements described in Table 2-1.
Additional background on the design elements, design goals, and performance objectives for ESM can be
found in the Enhanced Security Monitoring Primer.
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Section 3: Site Selection

The site selection process prioritizes utility facilities to receive ESM enhancements based on facility
attributes that relate to the risk of intentional contamination by using a quantitative, objective approach
based on Section 3 of Framework for Comparing Alternatives Water Quality Surveillance and Response
Systems. The process consists of establishing an evaluation framework, scoring the facilities, determining
the ESM improvements needed at each facility, and prioritizing the facilities by the cost of improvements
divided by the facility evaluation score. The score for each facility represents its risk of intentional
contamination, with a high score representing greater risk. Each step is described in detail below,
including examples.

TARGET CAPABILITY

There is a prioritized list of utility facilities for ESM enhancements based on each facility’s attributes that relate to
the risk of intentional contamination.

3.1 Establishing the Evaluation Framework

The first step of establishing the framework is to develop a list of criteria based on facility attributes
related to the risk of intentional contamination. Criteria should be non-site specific and apply to all
facility types including pump stations, reservoirs, and tanks. Each criterion is assigned a weighting value
to quantify its relative importance as follows:

e 4 =high importance

e 3 =moderately high importance

e 2 =moderately low importance

e 1 =Ilow importance
Table 3-1 provides a list of example criteria and weighting values. The criteria in this table may be
deleted, modified, consolidated, or supplemented with additional criteria. Furthermore, the weights and
rationale can be modified as necessary.

Table 3-1: Example Evaluation Criteria and Weights

Evaluation Criterion Weight | Rationale for Weight

1. Frequency of unauthorized intrusions 3 The frequency of unauthorized intrusion or tampering
in the past does not correlate with intent to
contaminate distribution system water, but highlights
facilities that may be more prone to intrusion or
tampering. The ability to detect and remotely assess
intrusions at such facilities can be valuable. Thus, this
example criterion was assigned a weight of 3
because of its moderately high importance.

2. Access to distribution system water 4 The more difficult it is to transport a contaminant to a
facility and add it to distribution system water, the
more likely it is that an intruder would be deterred
from attempting to introduce a contaminant at that
facility. For example, it would be difficult and deterring
for an intruder to carry equipment and any significant
quantity of contaminant to the top of an elevated tank
that is accessible only by climbing. Thus, this
example criterion was assigned a weight of 4
because of its high importance.
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Evaluation Criterion

Weight

Rationale for Weight

3.

Recognizability

1

The ease of recognizing a site as a water utility
facility that provides access to distribution system
water increases a target’s attractiveness. For
example, an elevated storage tank with the utility
name on it is easily recognized, whereas a pump
station constructed to look like a house is not so
easily identified as a utility facility. However, intruders
that are familiar with utility operations and processes
may be able to identify any utility facility. Thus, this
example criterion was assigned a weight of 1
because of its low importance.

Staffing

A staffed facility is much less likely to be intentionally
contaminated than an unstaffed facility. Thus, this
example criterion was assigned a weight of 4
because of its high importance.

Visibility

If a facility is visible to the public passing by or living
near the facility, it is more likely that the public would
witness an intrusion into the facility. While this might
deter a vandal, it is unlikely that it would deter a
motivated adversary intent on contaminating the
drinking water supply. Thus, this example criterion
was assigned a weight of 1 because of its low
importance.

Existing security features — Detection

Intrusion detection equipment (e.g., door and motion
sensors) is essential for detecting an intrusion
incident so that response actions can be taken. Thus,
this example criterion was assigned a weight of 4
because of its high importance.

Existing security features — Delay

Site hardening features such as heavy duty locks,
metal doors, barred windows, ladder guards, vent
enclosures, fencing, vehicle bollards, and other
barriers are important for delaying intruders.
However, at unstaffed facilities hardening features
can be defeated with sufficient time. Thus, this
example criterion was assigned a weight of 2
because of its moderately low importance.

Existing response capabilities

A rapid response of security personnel arriving on-
site could prevent or limit the spread of contaminant
injected by an intruder. Thus, this example criterion
was assigned a weight of 3 because of its moderately
high importance.

Ability to hydraulically isolate a facility

The ability to immediately hydraulically isolate a
facility from the rest of the system through remote
control valves, changing the hydraulic grade line in
the vicinity of the facility, or via other operational
changes, can prevent or limit the spread of
contaminant injected by an intruder, typically before
security personnel could arrive. Thus, this example
criterion was assigned a weight of 4 because of its
high importance.
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Evaluation Criterion

Weight

Rationale for Weight

10. Facility flow

2

A facility with high flow generally serves a relatively
large population, and thus a larger exposed
population if that facility were contaminated.
However, high flow also means a high dilution factor,
and a significant amount of contaminant would need
to be added to reach a harmful concentration. Thus,
this example criterion was assigned a weight of 2
because of its moderately low importance due to
these offsetting factors. Facility flows can be
determined using operational data or a distribution

system model, such as EPANET.

11. Critical service

This is a general assessment of the distribution
system'’s ability to supply water to this facility’s
service area if the facility was isolated.
Considerations include the number of customers that
would be affected, the ability to maintain adequate
system pressure, and the duration that service can be
maintained with the facility off line. Maintaining
service is important, but may not be as critical as
minimizing contaminant spread. Thus, this example
criterion was assigned a weight of 2 because of its
moderately low importance.

12. Critical customers

Vulnerable populations such as children in schools,
seniors in care facilities, and the immuno-
compromised in healthcare facilities are considered
critical because they may be impacted by lower
concentrations of a contaminant compared to the
general population. Thus, this example criterion was
assigned a weight of 4 because of its high
importance.

The last step of establishing the framework is to develop the scoring rationale for each criterion. Each
criterion is scored on another four-point scale, and the characteristics for assigning a scoring value should
be determined so that each facility can be objectively scored. A general four-point scale follows:

e 4 =high risk of intentional contamination

e 3 =moderate risk of intentional contamination

e 2 =low risk of intentional contamination
e 1 =minimal risk intentional contamination

Table 3-2 provides example scoring rationales for the criteria listed in Table 3-1.
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Table 3-2: Example Scoring Rationale

Evaluation Criterion Scoring Rationale

1.

Frequency of unauthorized intrusions 4 = One or more times per year

3 =0nce every 1 - 5 years

2 =0nce every 6 — 10 years

1 = Less than once every 10 years

2. Access to distribution system water 4 = Easily accessible injection point (e.g., hatch in parking area)
3 = Need to enter a locked building to access distribution system
water, and a pump is not needed to inject contaminant
2 = Need to enter a locked building to access distribution system
water, and a pump is needed to inject contaminant
1 = Need to enter a locked building to access distribution system
water, and a pump and climbing a ladder are needed to inject
contaminant

3. Recognizability 4 = Easily recognized as a water treatment, pumping, or storage
facility
3 = Not easily recognized as a water treatment, pumping, or
storage facility, but does not appear to be a residence or office
building either
2 = Appears to be a residence or office building but has some
indications of a utility (e.g., sighage, equipment)

1 = Indistinguishable from a residence or office building, or
underground

4. Staffing 4 = Unstaffed, and visited less than once a day
3 = Unstaffed, and visited once or more a day
2 = Staffed during business hours (Monday-Friday, 8am-5pm)

1 = Staffed 24/7

5. Visibility 4 = No neighbors within 0.25 miles or more
3 =In a lightly populated area with few passersby
2 = In a moderately populated area with occasional passershy
1 = In a heavily populated area with many passersby

6. Existing security features — Detection! 4 = No intrusion detection
3 = Minimal intrusion detection (e.g., sensor on doors only, no
form of back up communications)

2 = Comprehensive intrusion detection (e.g., sensors on doors
and windows, glass break and motion sensors, redundant
communications), but no video monitoring

1 = Comprehensive intrusion detection and video monitoring

7. Existing security features — Delay? 4 = No hardening
3 = Standard duty locks and barriers
2 = Mix of standard duty and heavy duty locks and barriers
1 = Heavy duty locks and barriers on all access points

8. Existing response capabilities 4 = Security staff would arrive on-site > 30 minutes after a

detected intrusion

3 = Security staff would arrive on-site 10-30 minutes after a
detected intrusion

2 = Security staff would arrive on-site 5-10 minutes after a
detected intrusion

1 = Security staff would arrive on-site <5 minutes after a
detected intrusion
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Evaluation Criterion

Scoring Rationale

9. Ability to hydraulically isolate a facility

4 = Cannot isolate the facility

3 = Can isolate facility. It takes >15 minutes for valves to close or
pumps to get up to speed or shut down

2 = Can isolate facility. It takes 5-15 minutes for valves to close
or pumps to get up to speed or shut down

1 = Can isolate facility. It takes 5 minutes or less for valves to
close or pumps to get up to speed or shut down

10. Facility flow?

4 = 75% to 100% of the utility’s average daily flow
3 =50 to 75% of the utility’s average daily flow

2 = 25 to 50% of the utility’s average daily flow

1 = Less than 25% of utility’s average daily flow

11. Critical service

4 = Impossible to isolate facility without significant impacts to
customers

3 = Limited ability to keep facility isolated (e.g., less than 12
hours) without significant impacts to customers

2 = Some impact on customers in surrounding areas, such as
lower pressure

1 = Isolation has no impact on customers over an extended time
period (e.g., more than 12 hours)

12. Critical customers?

4 = Relative to other utility facilities, this facility serves the most
hospitals, schools, senior centers, and residences

3= Facility serves fewer hospitals, schools, senior centers, and
residences

2= Facility serves industrial clients and residential customers
without no hospitals, schools, or senior centers

1 = Facility serves primarily industrial customers (i.e., minimal
residential and commercial customers) that don’'t make food or
beverage products

Notes:

1. See the path analysis approach described in Appendix A for a more detailed analysis of the detection and delay criterion.
2. A hydraulic model can be used to identify facility flow and critical customers that are served by a specific utility facility.

3.2 Scoring the Facilities

The method used to score the facilities will depend on the amount of resources that the utility has to
dedicate to this task. On-site assessments are preferred to ensure that actual site conditions are reflected in
the facility scores. However, if resources are limited, facility scores may be informed by recorded
drawings, recent reports, and vulnerability assessments. For five example utility facilities, Table 3-3
provides the characteristics related to each criterion and the associated scores for each facility using the
evaluation framework described in Tables 3-1 and 3-2.
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Table 3-3. Characteristics of Each Facility?

Evaluation Pump Station Elevated Tank Ground Tank E Aboveground Underground
Criterion K1 A Reservoir K Reservoir S
1. Frequency of 1 per year 1 per 8 years 1 per 4 years 1 per 8 years 1 per 11 years
unauthorized (4) (2) 3) ) (2)
intrusions

2. Accessto Need to entera | Needtoentera | Needtoentera | Needtoentera | Easily
distribution locked building locked building locked building locked building accessible
system water to access to access to access to access injection point

distribution distribution distribution distribution (4)
water; a pump water; a pump water; a pump water; a pump
is required (2) is required (2) is required (2) and climbing a

ladder are

required (1)

3. Recognizability | Highly Highly Highly Highly Not a

recognizable (4) | recognizable (4) | recognizable (4) | recognizable (4) | recognizable
reservoir, but
has some
signage (2)

4. Staffing Unstaffed, but Unstaffed, but Unstaffed, but Unstaffed, but Unstaffed, but
visited at least visited weekly visited weekly visited weekly visited weekly
daily by utility (4) 4) 4) 4
personnel (3)

5. Visibility In a populated In a moderately | In a moderately | Near a busy In a highly
area near busy populated area | populated area road (1) visible park/
road (1) 2 2) residential

area (1)

6. Existing security | Sensors on all Sensors on the | Sensors on all None (4) None (4)
features — doors, but none | only access doors and
Detection on windows or door (facility hatches (facility

hatches (3) does not have does not have
windows) (2) windows) (2)

7. Existing security | Standard duty Heavy duty Standard duty No protection No protection
features — doors and locks; | doors and locks; | doors and locks; | on hatches and on hatches
Delay minimal no windows or minimal vents; no doors and vents; no

protection on vents (1) protection on or windows (4) doors or
windows, hatches and windows (4)
hatches, and vents; no

vents (3) windows (3)

8. Existing Average police Average police Average police Average police Average police
response response of 10 response of 10 response of 10 response of 10 response of 10
capability minutes (2) minutes (2) minutes (2) minutes (2) minutes (2)

9. Ability to Pumps and Valves remotely | Valves remotely | Valves remotely | Valves
hydraulically valves remotely | controlled and controlled and controlled and remotely
isolate a facility | controlled and closein5 closein5 close in 10 controlled and

valves close in minutes (1) minutes (1) minutes (2) closein5
5 minutes (1) minutes (1)
10. Facility flow Handles >75% Handles <25% Handles Handles Handles

of the utility’s
average daily
flow (4)

of the utility’s
average daily
flow (1)

between 50%
and 75% of the
utility’s average
daily flow (3)

between 25%
and 50% of the
utility’s average
daily flow (2)

between 25%
and 50% of the
utility’s
average daily
flow (2)
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Evaluation
Criterion

Pump Station
K1

Elevated Tank
A

Ground Tank E

Aboveground
Reservoir K

Underground
Reservoir S

11. Critical service

If the facility is
isolated, its
service area
cannot be fed

If the facility is
isolated, its
service area
can be fed by

If the facility is
isolated, its
service area
can be fed by

If the facility is
isolated, its
service area
can be fed by

If the facility is
isolated, its
service area
can be fed by

by other other facilities. other facilities other facilities. other facilities.
facilities without | (1) until storage Q) (2)
significant runs out in less
impacts to than 12 hours.
customers. (4) 3)
12. Critical Has a hospital Has a hospital, Has a large Mainly non-food | Has a small
customers in its service nursing home, elementary industrial elementary
area (3) and school in its | school in its customers (1) school in its
service area (4) | service area (3) service area
2
Notes:

1. The score assigned to each criterion for each facility is shown in parenthesis following the description.
2. The score for each criterion is based on the site characteristics with respect to the scoring rationale shown in Table 3-2. For
example, Pump Station K1 has experienced an unauthorized intrusion average of once per year, so it receives a score of 4,
which corresponds to a frequency range of one or more times per year.

Next, the weighting factor for each criterion from Table 3-1 is applied to the corresponding value in Table
3-3 to produce the weighted scores for each example facility, as shown in Table 3-4.

Table 3-4. Weighted Scoring of Each Facility*

1. The weighted score for each criterion at the example facilities is the weight multiplied by its score from Table 3-3. For example,

PUmp Above- Under-
. L . . Elevated | Ground ground ground
Evaluation Criterion Weight | Station Tank A Tank E | Reservoir | Reservoir
K1

K S
1. Unauthorized intrusions 3 12 6 9 6 3
2. Access to distribution system water 4 8 8 8 4 16
3. Recognizability 1 4 4 4 4 2
4. Staffing 4 12 16 16 16 16
5. Visibility 1 1 2 2 1 1
6. Existing security features — 4 12 8 8 16 16

Detection
7. Existing security features — Delay 2 6 2 6 8 8
8. Existing response capabilities 3 6 6 6 6 6
9. Ability to hydraulically isolate a 4 4 4 4 8 4
facility

10. Facility flow 2 8 2 6 4 4
11. Critical service 2 8 2 6 6 2
12. Critical customers 4 12 16 12 4 8
Totals 93 76 87 83 86
Notes:

the weighted score for the Pump Station K1 unauthorized intrusions criterion is the weight (3) multiplied by the score from
Table 3-3 (4), which equals 12.
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3.3 Determining the Cost of ESM Improvements

The ESM improvements and costs required at each facility should be determined. Generally, ESM
improvements consist of upgrades and enhancements to a facility’s existing delay and detection security
features to meet the physical security equipment target capability stated in Section 4. Consult Section 4.1
— Hardening and Section 4.2 — Intrusion Detection Equipment, herein, for guidance on these topics. The
security enhancements and their associated costs for the example facilities listed in Table 3-4 are shown
in Table 3-5.

Table 3-5. Cost of Enhancements at Each Facility

Facility Enhancements S i Sal
Enhancements

Pump Station e Contact alarms on all doors to the pump area $11,000
K1 e Contact alarm on stand pipe access hatch

e Area motion detectors around the pump room

e Heavy duty doors

e Hardened windows

e Video monitoring system proposed due to the relatively high

frequency of intrusions at this facility.

Elevated Tank | ¢  Ladder intrusion sensor $1,200
A
Ground Tank E | ¢  Ladder intrusion sensor $1,200
Aboveground e Hardened steel cover with access hatch and sensor to protect $3,500
Reservoir K the reservoir vent
Underground e Hardened steel covers with access hatches and sensors to $7,000
Reservoir S protect the reservoir vent and overflow pipes

3.4 Prioritizing the Facilities

The facilities can be prioritized based on their cost per weighted score values, after enhancements and
costs are determined. Facilities with the lowest cost per weighted score value should be given top priority
because they can be protected at a relatively low cost as normalized by their relative risk of
contamination. Table 3-6 provides cost per weighted score values and relative rankings such that a
ranking of “1” represents the highest priority.

Table 3-6. Cost and Weighted Score of Each Facility

Facility ngcgof}teed Ecn:fc:;tngcferﬁglylm Cost /S\é\é?ighted Priority Ranking?
Ground Tank E 87 $1,200 $13.79 1
Elevated Tank A 76 $1,200 $15.79 2
Aboveground Reservoir K 83 $3,500 $42.17 3
Underground Reservoir S 86 $7,000 $81.40 4

Pump Station K1 93 $11,000 $118.28 5

Notes:

1. The highest ranked facility (rank = 1) is the facility with the lowest cost per weighted score.

Plotting the cost of enhancements against the weighted score is useful for visualizing and comparing
alternatives. For a graph with weighted score as the x-axis and the cost of enhancements as the y-axis, the
facilities that fall in the bottom right of the graph represent the facilities that should be given highest
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priority because they have a relatively high risk of intentional contamination and a relatively low cost.
Facilities that are in the upper left of the graph should have the lowest priority because they have a
relatively low risk of intentional contamination and a relatively high cost. Figure 3-1 shows the cost of
enhancements and weighted score for the example facilities, using the data from Table 3-6.

$12,000
Pump Station K1
Y

$10,000

Underground
Reservoir S

./

$8,000

$6,000

Aboveground
Reservoir K

Cost of Enhancements

$4,000 I

$2,000

.\— Elevated Tank A \ Ground Tank E

$0
75 80 85 90 95

Weighted Score

Figure 3-1. Cost and Risk Scores for the Example Facilities

Figure 3-1 shows that facilities with higher weighted scores (i.e., those that had a higher risk of
intentional contamination) generally had costlier enhancements. The exception to this observation is
Ground Tank E, which had a relatively high weighted score but a low cost of enhancement. Thus Ground
Tank E is the highest priority for receiving security enhancements. In general, the cost per weighted score
should be used to prioritize facilities, and professional judgment should be applied to account for
considerations beyond intentional contamination (e.g., vandalism and theft).
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Section 4: Physical Security Equipment

A utility facility can be equipped with physical security enhancements, such as hardening and intrusion
detection equipment, to delay and detect unauthorized entry, thus reducing the risk of intentional
contamination. Hardening includes physical barriers and heavy duty access hardware to slow the progress
of an intruder. Intrusion detection equipment generates alerts if unauthorized access to the facility is
detected, enabling utility personnel to initiate alert investigation procedures in a timely manner.

TARGET CAPABILITY

All access points to distribution system water at each utility facility are hardened and covered by intrusion
detection equipment to reduce the risk of intentional contamination.

Layers of security with hardening and intrusion detection are recommended to protect distribution system
facilities. Hardening delays the intruder and intrusion sensors alert utility personnel of the intrusion. For
example, a small pump station without interior rooms should include exterior hardening consisting of
perimeter fencing and metal exterior doors, and intrusion detection equipment consisting of door and
motion sensors. A facility with an interior pump room should also include inner hardening and detection
to protect and monitor the pump room (i.e., the pump room should be equipped with metal doors, heavy
duty locks, and a door sensor). As an advanced feature, exterior detection equipment that senses when
someone has climbed or breached the perimeter fence may also be considered for earlier detection of a
potential intrusion.

Other advanced detection systems to supplement hardening and intrusion sensing may also be considered.
Incident-based video monitoring or a video analytics system allows staff at a utility control center to
visually assess the nature of an intrusion and determine whether contamination is a possible intent of the
intrusion.

Table 4-1 describes enhancements to consider at common types of utility facilities.

Table 4-1. Example ESM Enhancements by Utility Facility Type

Facility Type Typical Enhancements Recommended for ESM

Reservoirs and Ground Level |e  Vented enclosure over vents to prevent addition of contaminants

Storage Tanks e Barriers or vented enclosures for overflow pipes that are vulnerable to
contamination

Elevated Storage Tanks e Motion detectors or infrared cameras to detect intruders climbing the ladder
e Ladder hatches with contact switches to monitor access points to ladders

All Facility Types (including e Contact switches for doors, hatches, and windows to detect intruders
pump stations and treatment entering areas that provide access to water (e.g., pumps, pipes, vaults, and
plants) valves)

e Hardened hatches and covers where sensors cannot be feasibly added
e  Secondary cover over hatches

e Interior motion sensors to detect intruders entering through windows and
vents in areas that provide access to water pumps and pipes

e High-mast lighting

e Cameras that are activated by motion detectors or contact switches
e Lighting enhancements for camera systems where needed

e Video and communication interfaces

e Card access reader
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This section describes considerations and details for selecting ESM counter measures:

Subsection 4.1 provides guidance on hardening

Subsection 4.2 provides guidance on intrusion detection equipment
Subsection 4.3 provides guidance on video monitoring

Subsection 4.4 provides guidance on video analytics

It should also be noted that non-security-related process improvements and engineering can reduce
contamination risk by lowering the potential for public health consequences (e.g., installing remote
control shutoffs at tanks and reservoirs, building redundancy in the supply system to allow for isolation of
a facility during a suspected contamination incident).

4.1 Hardening

Hardening consists of physical barriers that delay an intruder from reaching their objective. Examples
include heavy-duty doors and locks, site fencing, barbed wire, and vehicle barricades such as bollards and
airport cabling. Glass windows can be barred or replaced with shatter-proof or bullet-proof glass or brick
to harden a facility. Consult Guidelines for the Physical Security of Water Utilities for guidance on
hardening.

4.2 Intrusion Detection Equipment

The following are established and emerging intrusion detection technologies. Consult Guidelines for the
Physical Security of Water Utilities (Sections 2.0 through 7.0) for details on specific security technologies
and methods that apply to the different types of utility facilities.

e Door or Hatch Sensors: These sensors use a magnetic proximity or mechanical limit switch to
detect when a door, hatch, or rolling vehicle gate is opened. Magnetic proximity switches are less
expensive than mechanical limit switches. Magnetic and mechanical sensors are less expensive
than motion sensors.

e Motion Sensors: These sensors use ultrasonic, microwave (sometimes referred to as radar), and
passive infrared technologies to detect motion in the area monitored by the sensor. Indoor motion
sensors are more common than exterior motion sensors. However, exterior motion sensors are
gaining acceptance, including ground-based radar — an emerging technology. Interior motion
sensors are more expensive than door sensors, and exterior motion sensors are more expensive
than interior motion sensors.

e Glass Break Sensors: These sensors utilize acoustic or shock sensing technology to detect the
sound or shockwave from breaking glass, respectively. The cost of glass break sensors is
comparable to that of door sensors.

o Vibration Sensors: These sensors are attached to the surface of an object and are tuned to sense
the low frequency energy typically generated by a physical intrusion attempt such as sawing,
drilling, ramming, or glass breaking. The cost of vibration sensors is comparable to that of motion
Sensors.

e Perimeter Sensors: Common perimeter systems include fence climbing and buried line sensors
to detect exterior intrusions. These advanced applications are implemented as an additional layer
of security to supplement facility hardening and intrusion detection. The cost of perimeter sensors
is more than that of door sensors and will vary with the length of perimeter and type of sensor.

The following attributes and benchmarks should be considered when selecting enhancements. Details on
design considerations can be found in Guidelines for the Physical Security of Water Utilities.
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o Detection Capability: Motion sensors should be capable of detecting an individual (weighing 75
pounds or more) crossing the detection zone at speeds between 0.5 and 15 feet per second, or
cutting or climbing a fence, if applicable. Door sensors should be capable of detecting when a
door is opened enough for a person to enter. Vibration sensors should be capable of detecting
sawing, drilling, ramming, glass breaking, and similar attempts at physical intrusion.

e Minimum Invalid Alerts: Interior intrusion sensors should have less than one invalid alert per
interior sensor every three months, and perimeter (i.e., exterior) intrusion sensors should have less
than one invalid alert per week per exterior sensor.

o Detection Probability: There should be at least a 95 percent confidence level that the sensor will
detect an intrusion (i.e., of 100 actual intrusions, the sensor should detect at least 95).

e Coverage: Intrusion sensors should cover all points of access to a facility.

e Environment: Intrusion sensors should be suitable for the location, climate, and ambient
temperature conditions where they are installed.

e Backup Power: A backup power system should provide at least four hours of sensor operation
during a power failure. Powering a sensor from a standby generator or a 24-hour backup power
system is also an option but may cost more than a 4-hour backup system.

¢ Reliability: All sensors should be included in the utility’s preventive maintenance program to
minimize sensor malfunctions and ensure that manufacturer-recommended routine maintenance
for the sensors occurs.

e Sustainability: Operating and maintenance costs should be included in annual operating budgets.
Spare parts may be warehoused to allow for immediate replacement, especially for devices with a
long lead time from the manufacturer. The cost of replacement and the expected design life
should be considered in the capital replacement budget.

4.3 Video Monitoring

If a utility wants to implement enhancements beyond the target capability of hardening and intrusion
detection, incident-based video monitoring could be considered. An incident-based video monitoring
system records continuous video data on a local storage device, receives intrusion alerts from sensors
connected to the system or video analytics, and only transmits video clips of suspected intrusions to a
utility control center. Incident-based video monitoring systems also allow the user to view live video
imagery when needed (e.g., during an active investigation). An incident-based system is preferred over a
closed-circuit television (CCTV) system because CCTV requires staff to continuously monitor multiple
video feeds for suspicious behavior, and intrusions could be overlooked. Furthermore, CCTV requires
that video data be transmitted continuously over the communications system, which generates a
significant amount of data and usually requires hardwired communications infrastructure. An incident-
based video system allows utility personnel to focus their efforts on detected incidents and requires
transmitting less data over the communications system, allowing for wireless options. A typical video
monitoring system consists of cameras, storage devices, and hardware as described below.

For more information on video monitoring systems, consult Guidelines for the Physical Security of Water
Utilities (Section 11 of Appendix A).

4.3.1 Cameras

Cameras convert imagery into electronic signals via digital or analog means. Key considerations for
selecting cameras including the following:

¢ Digital vs. Analog: Video cameras transmit imagery in a digital format using the Internet
Protocol (IP) or in an analog format. Most new video systems are IP, although analog systems are
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still available and often found in legacy applications. Compared to analog video, IP video
typically has more options for storage, retrieval, and data compression. However, analog video
may be preferred if the utility has an existing analog system that is working well and does not
require functional upgrades. Analog-to-IP converters are available for video systems that have
both types of cameras. Thus, the selection of analog vs. digital cameras depends on factors such
as existing site conditions, information management requirements, and cabling needs, which are
described below.

e Connectivity: Analog cameras use coaxial cabling and digital cameras use Ethernet cabling or a
wireless connection. Coaxial cable can transmit video signals up to 1,500 feet, and copper
Ethernet cabling requires a repeater for runs over 300 feet, although fiber optic Ethernet cabling
may be used for Ethernet applications for distances up to two kilometers at 100 megabit per
second or one kilometer at one gigabit per second. Copper Ethernet cabling is typically less
expensive and easier to install than analog video cabling and fiber optic Ethernet cabling.
Furthermore, power over Ethernet is an option for some IP cameras with copper Ethernet cabling,
eliminating the need for separate power cabling. Wi-Fi is commonly used for wireless
connections to digital cameras and has a transmission distance of 300 feet to 2,500 feet,
depending on the Wi-Fi version used. See Section 5 for more information on wireless
communications.

e Fixed vs. Pan-Tilt-Zoom (PTZ): A PTZ camera housing includes a motorized mechanism that
allows the lens to pan horizontally and vertically and zoom in or out, while a fixed camera
includes a stationary lens. Fixed cameras are recommended for monitoring points of entry (e.g.,
doorways), and PTZ cameras are useful during an active investigation for determining intruder
intent or the cause of an invalid alert. This selection depends on factors such as desired field of
view, intended application, replacement frequency, and cost. PTZ cameras are more expensive
than fixed cameras, and PTZ cameras have internal mechanisms that are subject to wear and have
been found to have a useful life of approximately five years. However, fixed cameras, which
have few moving parts, have been found to have a useful life of eight to 10 years.

e Lighting: Depending on camera capabilities, supplemental lighting may be required to allow the
cameras to produce imagery with adequate resolution under low-light conditions. A utility should
consider the cost of standard-grade cameras with supplemental lighting versus the cost of low-
light cameras that do not require additional lighting. Infrared cameras may also be considered.
For security applications where illumination only occurs when an intrusion is detected, instant-on
lighting technologies such as light emitting diode, fluorescent, incandescent, or halogen, are
required. Light emitting diode and fluorescent are typically preferred over the latter two because
of higher energy efficiency. Technologies that have a warm-up period before illuminating, such
as metal halide and sodium vapor, are only suitable for applications where they are energized
continuously from dusk to dawn.

e Resolution: Typical camera resolutions include Common Intermediate Format (CIF), which is
352 x 288 pixels, Super Video Graphics Array (SVGA), which is 800 x 600 pixels, and high
definition, which is 1920 x 1080 pixels.




Developing Integrated Water Quality Surveillance & Response System — C03-084

CAMERA RESOLUTION GUIDELINES
Design guidelines for determining the appropriate resolution for a video application are as follows:

The object of interest should be at least the following number of pixels tall in the camera view:
e License Plate Recognition: A plate should be at least 24 pixels.
e Intrusion Detection: A person should be at least 48 pixels.
e Facial Recognition: A person should be at least 240 pixels.

Another design guideline for facial recognition is that the resolution should be at least 80 pixels per foot of scene
width (e.g., a view of a ten-foot wide area should have a camera resolution of at least 800 pixels wide). For general
recognition, a resolution of 30 pixels per foot of scene width should be adequate.

4.3.2 Video Storage

Video monitoring systems typically include equipment for short-term and archival storage of video data.
ESM cameras are usually connected to a digital video recorder (DVR) or network video recorder (NVR)
for temporary storage of continuous video from all cameras at the facility. Video data from incidents are
transmitted to a utility control center and archived on a server or other storage device. Personnel at a
utility control center also have the option of retrieving high resolution historical video from the NVR on
an as-needed basis (i.e., while gathering post-incident evidence). This arrangement minimizes the
transmission and storage of uneventful data. Details on video recorders and other storage options are
provided below.

o Video Recorders: DVRs and NVRs are usually located in the same facility as their connected
cameras and continuously save the high resolution video from all connected cameras. This
configuration, also referred to as edge storage, minimizes the amount of video data transmitted
from ESM sites to a utility control center. DVRs are connected to analog cameras and convert the
incoming video signals into a digital format that is stored on their hard drive. NVRs are
connected to the IP camera network and store the digital video data generated by the cameras.
DVRs and NVRs are configured to save video data for only a preset duration to conserve storage
space, and the Guidelines for the Physical Security of Water Utilities recommends a minimum of
30 days of continuous storage at five frames per second. However, many technologies are capable
of 30 days of continuous storage at 30 frames per second. For publicly owned utilities, local
ordinances may have storage duration requirements.

e Other storage options: At a utility control center, video data can be archived on servers or
standalone storage devices such as a Redundant Array of Inexpensive Disks (RAID) device. Such
a device includes multiple hard drives with redundant content on each drive such that the data on
a failed drive can be recovered using data from the remaining drives. Other forms of network-
based storage (e.g., storage area networks) or a cloud-based data storage service (via the Internet)
are also options. A means of writing video data to optical media such as DVD or Blu-Ray may
also be considered for archiving video of notable incidents for use by law enforcement or for
training purposes.

4.3.3 Hardware

The video monitoring system consists of workstations and servers at a utility control center. Workstations
enable utility personnel to view incident videos, monitor multiple facilities, and control PTZ cameras.
Servers support the workstation functions, interface with remote NVRs and DVRs, and manage the
storage of video data. Furthermore, workstations and servers should be equipped with adequate memory
and processor speed to manage the high volume of data produced by the video cameras, preferably at a
frame rate of 30 frames per second. However, a lesser frame rate may be used to reduce the amount of
data transmitted to a utility control center and managed by the video monitoring system.
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4.4 Video Analytics

Video analytic systems use algorithms that continuously analyze video images to identify an anomalous
object, classify its size, characterize its behavior, and determine its location, which results in accurately
detecting intrusions and greatly reducing the frequency of invalid alerts. Analytics systems can determine
whether the object is a small animal, large animal, suitcase, package, human, car, truck, or railcar.
Furthermore, analytics systems can identify behaviors such as a loiterer and a car that has illicitly entered
a facility by closely following a utility vehicle (i.e., piggybacking). For example, a remote utility facility
near a wooded area may have wildlife frequently approach its perimeter and cause invalid alerts from
traditional intrusion sensors. However, a video analytics system would be able to distinguish between
humans and animals to avoid this type of invalid alert. Other benefits of a video analytics system are that
it eliminates the need for utility personnel to continuously monitor video for suspicious activity, and its
location data can be used to point a camera at the intruder for assessment by utility personnel (Mix, Lynn,
Gist, & Lai, 2017). An overview of three features of video analytic systems, “analytics at the edge,”
“behavioral analysis,” and “meta tags”,